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Alongside the explosion and development of technology, the Internet
of Things (IoT) - the network that connects everything to the Internet
- can be considered the trend and future of the world. For devices to
communicate with each other, they will require one or more protocols,
which can be seen as specialized languages to solve specific tasks.
This paper aims to survey the two most promising protocols for the
application layer in the IoT network: MQTT (Message Queuing
Telemetry Transport) and CoAP (Constrained Application Protocol).
Based on research results on architecture, transmission methods,
publish/subscribe mechanisms, response/acknowledgment, security,
and Quality of Service (QoS), a comparison between the two protocols
will be conducted, followed by observations on their application scopes

for IoT designs.
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Bén canh sy bung nd va phat trién ciia cong nghé thi Internet of
Things (IoT) — mang ludi van vét két ndi internet c6 thé coi la xu
hudng va turong lai cua thé gidi. Dé cac thiét bi co thé giao tiép
v6i nhau, chiing sé€ cAn mot hodc nhidu giao thuc, co thé xem 1a
mot thir ngdn ngir chuyén biét dé giai quyét mot tac vu nao do.
Bai b4o s& tién hanh khao sat hai giao thirc trién vong nhét cho 16p
ung dung trong mang loT 1a MQTT (Message Queuing Telemetry
Transport) va CoAP (Constrained Application Protocol). Dua
trén cac két qua nghién ctru vé kién trac, phuong thirc truyén tai,
co ché xuit ban/ding ky, phan hoi/dap Gmg, do bao mat, Chat
lwong dich vu (QoS) dé tién hanh so sanh hai giao thirc v&i nhau
va cudi ciing dura ra nhan xét vé pham vi img dung ctia chiing cho
céc thiét ké IoT..

1. Introduction

The Internet of Things (IoT) is

The basic architecture of IoT consists of three

. main layers: the Application Layer, the Network
a scenario in

Layer, and the Perception Layer.

which every object, including humans, is provided
with a unique identifier and the ability to transmit
and exchange information and data over a single
network without the need for direct interaction
between humans or human-computer interaction.
IoT has evolved from the convergence of wireless
technology, microelectronics, and the Internet. In
simple terms, it is a collection of interconnected
devices with the capability to connect to each other,
to the Internet, and to the external world to perform

specific tasks.
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The Application Layer provides the interface
between user applications and the lower layers
through which messages are transmitted.
Application layer protocols are commonly used
to exchange data between programs running on
source and destination devices. This layer serves
as a gateway for processing application programs
to access network services. It represents direct
support for user applications, such as message
switching software, database access, email, etc.

IoT requires standardized protocols for this layer.
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Two of the most prominent and widely used
protocols today are MQTT and CoAP, which share

the following characteristics:
* They are open standards.

e They are more suitable for constrained

environments compared to HTTP.

* They provide asynchronous message

transmission mechanisms.
* They run on the Internet Protocol (IP).

This paper covers relevant aspects of these
promising protocols and conducts a comparison
between them, concluding with observations on

their application scope for IoT designs.

2. CoAP Protocol

Architecture: The CoAPprotocol wasdeveloped
by the Constrained RESTful Environments (CoRE)
research group, as an application layer protocol for
IoT networks. CoAP is defined as a REST-based
web transfer protocol, which is commonly used
for communication between computers (such as
personal computers and web servers) in managing
resources on the internet. CoAP is designed to be
compatible with HTTP and large-scale RESTful
webs through simple proxies. CoAP operates in a
client/server model, where clients perform GET,
PUT, POST, and DELETE methods on resources.
CoAP is based on datagram-based data packaging
and can be used at the datagram header and other

packet data transmission protocols.

CoAP enables small, low-power devices to

perform computation, exchange information,
and interact in RESTful applications. CoAP can
be divided into two sublayers: the message layer
and the request/response layer. The message
layer detects duplicates and provides reliable
UDP

since UDP does not have built-in error recovery

communication over transport layers
mechanisms. The request/response layer handles
REST connections. CoAP uses four types of

messages: confirmable, non-confirmable, reset,

and acknowledgment. The reliability of CoAP is
achieved through the combination of confirmable
and non-confirmable messages.  Separate
responses are used when the server needs to
wait for a specific time before responding to the
client. In non-confirmable mode, the client sends
data without waiting for an ACK message. The
server responds with a reset message (RST) when
the message is erroneous or encounters issues in

communication.

Flexibility - Content Negotiation: Similar
to HTTP, CoAP is a document transfer protocol,
but it is designed for constrained devices. CoAP
packets are much smaller compared to HTTP/TCP
messages. Bit fields and integer mappings are
widely used to save space. The simplicity of CoAP
packets allows for in-place generation and parsing
without requiring additional RAM in constrained
devices. CoAP also supports content negotiation
like HTTP. The client uses the Accept option to
indicate the desired representation of a resource,
and the server responds with the Content-Type
option to inform the client about its available
representations. Similar to HTTP, this enables
independent evolution of the client and server,
allowing the addition of new resources without
affecting each other. CoAP requests can utilize
query strings in the form of ?a=b&c=d. This can
be used to provide search capability, pagination,

and other features for clients.

Security: CoAP runs on UDP (User Datagram
Protocol) rather than TCP (Transmission Control
Protocol). Clients and servers communicate
through connectionless packets. By eliminating
TCP, full IP networking can be achieved on
small microcontrollers. CoAP allows the use of
UDP broadcast and multicast communication.
Since it does not run on UDP, SSL/TLS (Secure
Sockets Layer/Transport Layer Security) is not
available for providing security. DTLS (Datagram
similar

Transport Layer Security) provides

security guarantees as TLS but for transmitting

87



Thuy Dung Nguyen/Vol 10. No 4 _August 2024| p.85-90

data over UDP. DTLS-enabled devices will
support encryption algorithms such as RSA
(Rivest-Shamir-Adleman) and AES (Advanced
Encryption Standard) or ECC (Elliptic Curve
Cryptography) and AES.

Network Address Translation (NAT) Issues:
In CoAP, a sensor node is often a server, not just a
client, although it can be both. Sensors or actuators
provide resources that can be accessed by clients
to read or modify their state. When sensors act as
servers, they need to be able to receive incoming
packets. To function correctly behind NAT, the first
device needs to send a request to the server, as done
in Lightweight M2M (LWM2M)), allowing routers
to establish the connection. Although CoAP does
not require IPv6, it is the simplest protocol to use
in an IP environment where devices are directly

routed.
Some important features of CoAP:

* Resource Observation: Allows for registering
to monitor desired resources using a publish/

subscribe mechanism.

* Block-wise Transfer: Enables the exchange

of large data between client and server
without requiring full data updates, reducing

communication costs.

* Resource Discovery: Servers use the CoRE
link format based on web links in URI paths to

discover resources for clients.

* Interaction with HTTP: The flexibility of
CoAP allows for easy interaction with HTTP
through proxies, making it compatible with various

devices using common REST architectures.

* Security: CoAP is built on top of Datagram
Transport Layer Security (DTLS) to ensure

message integrity and security.

3. MQTT Protocol

Architecture: MQTT is a publish/subscribe
protocol used for low-bandwidth, high-reliability
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10T devices, and is suitable for unstable networks.
MQTT follows a client/server model, where
each sensor is a client that connects to a server
(broker) using the Transmission Control Protocol
(TCP). MQTT is a message-oriented protocol,
where each message is a discrete piece of data,
and the broker is not aware of its contents. Each
message is published to an address, which can
be seen as a channel. Clients subscribe to one
or more channels to receive/send data, known as
subscriptions. Clients can subscribe to multiple
channels, and they receive data when any other
station publishes data to the subscribed channels.
When a client sends a message to a channel, it is

called publishing.

Quality of Service (QoS): In the MQTT
protocol, there are three QoS options for publishing

and subscribing:

* QoS0: At most once delivery: The broker/

client will deliver the message once.

* QoS1: At least once delivery: The broker/
client ensures that the message is delivered at
least once, requiring at least one acknowledgment
from the endpoint, which may result in multiple

acknowledgments for the same message.

* QoS2: Exactly once delivery: The broker/
client guarantees that the message is delivered
exactly once, with the transmission process
confirmed by the TCP/IP protocol.

A message can be sent with any Quality of
Service (QoS), and clients can also subscribe with
any desired QoS requirement. This means that the
client will select the maximum QoS it can receive

messages with.

Last Will and Testament (LWT): MQTT
clients can register a custom message to be sent by
the broker if the client disconnects unexpectedly.
These messages can be used to notify registered

subscribers.

Message Retention: MQTT supports storing

messages within the broker for message persistence.
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When publishing messages, clients can request
the broker to retain the messages. Only the latest
messages are stored. When a client subscribes
to a channel, any stored messages related to that
subscription will be sent to the client. Unlike
a message queue, MQTT brokers do not allow

message persistence to back up to the server.

Security: MQTT brokers can require username
and password authentication from clients to
establish a connection. To ensure security, the
TCP connection can be encrypted using standard
security technologies, such as Secure Sockets
Layer (SSL) or Transport Layer Security (TLS)
protocols for secure communication between the

web server and the browser.

The two main versions of MQTT are MQTT
v3.1 and MQTT-SN (formerly known as MQTT-S)
V1.2. Although MQTT v3.1 is designed to be
lightweight, it has two limitations that restrict
devices: each MQTT client must support TCP
and typically maintains an open connection to the
broker at all times. This can be a challenge for
environments with high message loss or limited
computing resources. MQTT channel names are
often long strings that are not suitable for the
802.15.4 standard. This limitation is addressed
by the MQTT-SN protocol, which defines a UDP
mapping of MQTT and adds the ability to index

channel names for the broker.

4. Comparison between CoAP and MQTT

Both MQTT and CoAP are useful application
layer protocols for IoT, but they have fundamental

differences:

MQTT is a many-to-many communication
protocol for transmitting messages between
multiple clients through a central broker. It
separates publishers and subscribers by allowing
clients to send messages and brokers to decide the
routing and duplication of messages. MQTT has
some support for message persistence and works

well as a direct data bus.

CoAP primarily serves as a one-to-one protocol
for transmitting state information between clients
and servers. It supports resource observation and
is best suited for state transfer models rather than

solely event-based ones.

MQTT clients establish a long-lasting TCP
connection to the broker, which is not ideal for
devices behind NAT. Both CoAP clients and

servers send and receive UDP packets.

MQTT does not support message labeling
with types or other data to help clients understand
them. MQTT messages can be used for any
purpose, but all clients must know the message
format to enable communication. In contrast,
CoAP supports content negotiation and discovery,
allowing devices to discover each other for data

exchange.

When comparing performance between MQTT
and CoAP in terms of end-to-end transmission
latency through a shared middleware, research [3]
indicates that MQTT has lower latency than CoAP
when the packet loss rate is low. Conversely, when
the packet loss rate is high, CoAP transmits faster
than MQTT. In the case of small-sized messages
and a loss rate below 25%, CoAP performs
faster than MQTT in generating less overhead.
This performance difference can be leveraged to
improve network efficiency when choosing the

protocol based on current network conditions.

Comparing the two protocols for smartphone

sensor applications:

- Qualitative comparison shows that MQTT

is more suitable for applications requiring
advanced functionality, precise decision-making,
CoAP

has limitations in supporting secure Unicast

and sending messages exactly once.

transmission, while MQTT is a better solution

when Multicast safety requirements are needed.

- Preliminary analysis shows that CoAP
achieves better results in terms of bandwidth usage

and round-trip time. CoAP is a suitable choice for
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the efficient development of applications using

limited resources.

- In terms of reliability, MQTT performs well
with good congestion control. However, significant
differences are only observed when data needs to
be exchanged frequently. For applications that do
not require high data transmission frequency, no
noticeable difference is seen in reliability between
CoAP and MQTT.

According to a survey of Internet protocols
using gateway-constrained devices for sharing
sensor data with applications [5], the analysis
shows that CoAP performs better than MQTT
in terms of energy consumption and bandwidth
utilization when considering request-response and

resource observation requirements.

Summary comparison table of some basic

features between the MOTT and CoAP protocols

Protocol CoAP MQTT
RESTful Yes No
Transport UDP TCP
Publish/Subscribe Yes Yes
Request/Response Yes No
Security DTLS SSL/TLS
QoS Yes Yes

5. Conclusion

The Internet of Things (IoT) and the

proliferation of smart devices, along with
technological advancements, have the potential
to completely transform human life in the future.
With everything being “internet-enabled,” users
can fully control, monitor, and communicate
with these devices from anywhere. Therefore,
selecting a suitable protocol for IoT networks is
a critical issue for developers and designers. This
article surveyed two dominant protocols in the
IoT application layer: CoAP and MQTT. Based
on the survey results and research on architecture,
Publish/Subscribe,

and

transmission methods,

Request/Response security,
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capabilities,

Quality of Service (QoS), the article provides an
overview of the two protocols, each with its own
advantages and disadvantages. The choice of
protocol depends on the specific application and
constraints. While CoAP is designed for interacting
with websites, MQTT utilizes low bandwidth in
high-latency environments, making it ideal for
Machine-to-Machine (M2M) applications.

In the future, to validate the suitability of each
protocol for different applications, the research
team will continue to execute experiments to

provide empirical results.
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