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Bên�cạnh�sự�bùng�nổ�và�phát�triển�của�công�nghệ�thì�Internet�of�
Things�(IoT)�–�mạng�lưới�vạn�vật�kết�nối�internet�có�thể�coi�là�xu�
hướng�và�tương�lai�của�thế�giới.�Để�các�thiết�bị�có�thể�giao�tiếp�
với�nhau,�chúng�sẽ�cần�một�hoặc�nhiều�giao�thức,�có�thể�xem�là�
một�thứ�ngôn�ngữ�chuyên�biệt�để�giải�quyết�một� tác�vụ�nào�đó.�
Bài�báo�sẽ�tiến�hành�khảo�sát�hai�giao�thức�triển�vọng�nhất�cho�lớp�
ứng�dụng�trong�mạng�IoT�là�MQTT�(Message�Queuing�Telemetry�
Transport)� và�CoAP� (Constrained� �Application� � Protocol).�Dựa�
trên�các�kết�quả�nghiên�cứu�về�kiến�trúc,�phương�thức�truyền�tải,�
cơ� chế� xuất� bản/đăng� ký,� phản� hồi/đáp� ứng,� độ� bảo�mật,� Chất�
lượng�dịch�vụ�(QoS)�để�tiến�hành�so�sánh�hai�giao�thức�với�nhau�
và�cuối�cùng�đưa�ra�nhận�xét�về�phạm�vi�ứng�dụng�của�chúng�cho�
các�thiết�kế�IoT..

Từ�khóa:

MQTT,�CoAp,�giao�thức�ứng�
dụng,�Internet�vạn�vật,�IoT,�
mạng�cảm�biến�không�dây.

1.�Introduction

7KH� ,QWHUQHW� RI� 7KLQJV� �,R7�� LV� D� VFHQDULR� LQ�

ZKLFK�HYHU\�REMHFW��LQFOXGLQJ�KXPDQV��LV�SURYLGHG�

with�a�unique�identi¿er�and�the�ability�to�transmit�

DQG� H[FKDQJH� LQIRUPDWLRQ� DQG� GDWD�RYHU� D� VLQJOH�

QHWZRUN� ZLWKRXW� WKH� QHHG� IRU� GLUHFW� LQWHUDFWLRQ�

EHWZHHQ� KXPDQV� RU� KXPDQ�FRPSXWHU� LQWHUDFWLRQ��

,R7�KDV�HYROYHG�IURP�WKH�FRQYHUJHQFH�RI�ZLUHOHVV�

WHFKQRORJ\��PLFURHOHFWURQLFV�� DQG� WKH� ,QWHUQHW�� ,Q�

VLPSOH� WHUPV�� LW� LV� D� FROOHFWLRQ� RI� LQWHUFRQQHFWHG�

GHYLFHV�ZLWK�WKH�FDSDELOLW\�WR�FRQQHFW�WR�HDFK�RWKHU��

WR�WKH�,QWHUQHW��DQG�WR�WKH�H[WHUQDO�ZRUOG�WR�SHUIRUP�

speci¿c�tasks.

7KH�EDVLF�DUFKLWHFWXUH�RI�,R7�FRQVLVWV�RI�WKUHH�

PDLQ�OD\HUV�� WKH�$SSOLFDWLRQ�/D\HU�� WKH�1HWZRUN�

/D\HU��DQG�WKH�3HUFHSWLRQ�/D\HU�

7KH�$SSOLFDWLRQ�/D\HU� SURYLGHV� WKH� LQWHUIDFH�

EHWZHHQ� XVHU� DSSOLFDWLRQV� DQG� WKH� ORZHU� OD\HUV�

WKURXJK� ZKLFK� PHVVDJHV� DUH� WUDQVPLWWHG��

$SSOLFDWLRQ� OD\HU� SURWRFROV� DUH� FRPPRQO\� XVHG�

WR� H[FKDQJH� GDWD� EHWZHHQ� SURJUDPV� UXQQLQJ� RQ�

VRXUFH�DQG�GHVWLQDWLRQ�GHYLFHV��7KLV�OD\HU�VHUYHV�

DV�D�JDWHZD\�IRU�SURFHVVLQJ�DSSOLFDWLRQ�SURJUDPV�

WR� DFFHVV� QHWZRUN� VHUYLFHV�� ,W� UHSUHVHQWV� GLUHFW�

VXSSRUW� IRU� XVHU� DSSOLFDWLRQV�� VXFK� DV� PHVVDJH�

VZLWFKLQJ� VRIWZDUH�� GDWDEDVH� DFFHVV�� HPDLO�� HWF��

IoT�requires�standardized�protocols�for�this�layer.�



7KX\�'XQJ�1JX\HQ 9RO�����1R��B$XJXVW�����_�S������

_��

7ZR� RI� WKH� PRVW� SURPLQHQW� DQG� ZLGHO\� XVHG�

SURWRFROV�WRGD\�DUH�0477�DQG�&R$3��ZKLFK�VKDUH�

WKH�IROORZLQJ�FKDUDFWHULVWLFV�

��7KH\�DUH�RSHQ�VWDQGDUGV�

�� 7KH\� DUH� PRUH� VXLWDEOH� IRU� FRQVWUDLQHG�

HQYLURQPHQWV�FRPSDUHG�WR�+773�

�� 7KH\� SURYLGH� DV\QFKURQRXV� PHVVDJH�

WUDQVPLVVLRQ�PHFKDQLVPV�

��7KH\�UXQ�RQ�WKH�,QWHUQHW�3URWRFRO��,3��

7KLV� SDSHU� FRYHUV� UHOHYDQW� DVSHFWV� RI� WKHVH�

SURPLVLQJ� SURWRFROV� DQG� FRQGXFWV� D� FRPSDULVRQ�

EHWZHHQ� WKHP�� FRQFOXGLQJ� ZLWK� REVHUYDWLRQV� RQ�

WKHLU�DSSOLFDWLRQ�VFRSH�IRU�,R7�GHVLJQV�

2.�CoAP�Protocol

$UFKLWHFWXUH��7KH�&R$3�SURWRFRO�ZDV�GHYHORSHG�

E\�WKH�&RQVWUDLQHG�5(67IXO�(QYLURQPHQWV��&R5(��

UHVHDUFK�JURXS��DV�DQ�DSSOLFDWLRQ�OD\HU�SURWRFRO�IRU�

IoT�networks.�CoAP�is�de¿ned�as�a�REST-based�
ZHE� WUDQVIHU� SURWRFRO��ZKLFK� LV� FRPPRQO\� XVHG�

IRU� FRPPXQLFDWLRQ� EHWZHHQ� FRPSXWHUV� �VXFK� DV�

SHUVRQDO�FRPSXWHUV�DQG�ZHE�VHUYHUV��LQ�PDQDJLQJ�

UHVRXUFHV�RQ�WKH�LQWHUQHW��&R$3�LV�GHVLJQHG�WR�EH�

FRPSDWLEOH� ZLWK�+773� DQG� ODUJH�VFDOH�5(67IXO�

ZHEV�WKURXJK�VLPSOH�SUR[LHV��&R$3�RSHUDWHV�LQ�D�

FOLHQW�VHUYHU�PRGHO��ZKHUH� FOLHQWV� SHUIRUP�*(7��

387��3267��DQG�'(/(7(�PHWKRGV�RQ�UHVRXUFHV��

&R$3�LV�EDVHG�RQ�GDWDJUDP�EDVHG�GDWD�SDFNDJLQJ�

DQG�FDQ�EH�XVHG�DW�WKH�GDWDJUDP�KHDGHU�DQG�RWKHU�

SDFNHW�GDWD�WUDQVPLVVLRQ�SURWRFROV�

&R$3� HQDEOHV� VPDOO�� ORZ�SRZHU� GHYLFHV� WR�

SHUIRUP� FRPSXWDWLRQ�� H[FKDQJH� LQIRUPDWLRQ��

DQG� LQWHUDFW� LQ�5(67IXO� DSSOLFDWLRQV��&R$3�FDQ�

EH�GLYLGHG�LQWR�WZR�VXEOD\HUV�� WKH�PHVVDJH�OD\HU�

and� the� request/response� layer.� The� message�
OD\HU� GHWHFWV� GXSOLFDWHV� DQG� SURYLGHV� UHOLDEOH�

FRPPXQLFDWLRQ� RYHU� 8'3� WUDQVSRUW� OD\HUV�

VLQFH�8'3� GRHV�QRW�KDYH�EXLOW�LQ� HUURU� UHFRYHU\�

mechanisms.� The� request/response� layer� handles�
5(67� FRQQHFWLRQV�� &R$3� XVHV� IRXU� W\SHV� RI�

messages:� con¿rmable,� non-con¿rmable,� reset,�

DQG�DFNQRZOHGJPHQW��7KH� UHOLDELOLW\�RI�&R$3�LV�

achieved�through�the�combination�of�con¿rmable�
and� non-con¿rmable� messages.� Separate�
UHVSRQVHV� DUH� XVHG� ZKHQ� WKH� VHUYHU� QHHGV� WR�

wait� for�a�speci¿c� time�before�responding� to�the�
client.�In�non-con¿rmable�mode,�the�client�sends�
GDWD� ZLWKRXW� ZDLWLQJ� IRU� DQ�$&.�PHVVDJH�� 7KH�

VHUYHU�UHVSRQGV�ZLWK�D�UHVHW�PHVVDJH��567��ZKHQ�

WKH�PHVVDJH�LV�HUURQHRXV�RU�HQFRXQWHUV�LVVXHV� LQ�

FRPPXQLFDWLRQ�

)OH[LELOLW\� �� &RQWHQW� 1HJRWLDWLRQ�� 6LPLODU�

WR�+773��&R$3� LV� D�GRFXPHQW� WUDQVIHU�SURWRFRO��

EXW�LW� LV�GHVLJQHG� IRU�FRQVWUDLQHG�GHYLFHV��&R$3�

SDFNHWV�DUH�PXFK�VPDOOHU�FRPSDUHG�WR�+773�7&3�

messages.� Bit� ¿elds� and� integer� mappings� are�
ZLGHO\�XVHG�WR�VDYH�VSDFH��7KH�VLPSOLFLW\�RI�&R$3�

SDFNHWV�DOORZV�IRU�LQ�SODFH�JHQHUDWLRQ�DQG�SDUVLQJ�

without�requiring�additional�RAM�in�constrained�
GHYLFHV��&R$3�DOVR� VXSSRUWV�FRQWHQW� QHJRWLDWLRQ�

OLNH�+773��7KH� FOLHQW�XVHV� WKH�$FFHSW� RSWLRQ� WR�

LQGLFDWH� WKH�GHVLUHG� UHSUHVHQWDWLRQ�RI� D� UHVRXUFH��

DQG� WKH� VHUYHU� UHVSRQGV� ZLWK� WKH� &RQWHQW�7\SH�

RSWLRQ� WR� LQIRUP� WKH� FOLHQW� DERXW� LWV� DYDLODEOH�

UHSUHVHQWDWLRQV�� 6LPLODU� WR� +773�� WKLV� HQDEOHV�

LQGHSHQGHQW� HYROXWLRQ� RI� WKH� FOLHQW� DQG� VHUYHU��

DOORZLQJ� WKH� DGGLWLRQ� RI� QHZ� UHVRXUFHV� ZLWKRXW�

a൵ecting� each� other.� CoAP� requests� can� utilize�
query�strings�in�the�form�of�?a=b&c=d.�This�can�
EH� XVHG� WR�SURYLGH� VHDUFK� FDSDELOLW\�� SDJLQDWLRQ��

DQG�RWKHU�IHDWXUHV�IRU�FOLHQWV�

6HFXULW\��&R$3�UXQV�RQ�8'3��8VHU�'DWDJUDP�

3URWRFRO�� UDWKHU� WKDQ�7&3��7UDQVPLVVLRQ�&RQWURO�

3URWRFRO��� &OLHQWV� DQG� VHUYHUV� FRPPXQLFDWH�

WKURXJK� FRQQHFWLRQOHVV� SDFNHWV�� %\� HOLPLQDWLQJ�

7&3�� IXOO� ,3� QHWZRUNLQJ� FDQ� EH� DFKLHYHG� RQ�

VPDOO� PLFURFRQWUROOHUV�� &R$3� DOORZV� WKH� XVH� RI�

8'3� EURDGFDVW� DQG� PXOWLFDVW� FRPPXQLFDWLRQ��

6LQFH� LW�GRHV�QRW�UXQ�RQ�8'3��66/�7/6��6HFXUH�

6RFNHWV� /D\HU�7UDQVSRUW� /D\HU� 6HFXULW\�� LV� QRW�

DYDLODEOH�IRU�SURYLGLQJ�VHFXULW\��'7/6��'DWDJUDP�

7UDQVSRUW� /D\HU� 6HFXULW\�� SURYLGHV� VLPLODU�

VHFXULW\� JXDUDQWHHV� DV� 7/6� EXW� IRU� WUDQVPLWWLQJ�
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GDWD� RYHU� 8'3�� '7/6�HQDEOHG� GHYLFHV� ZLOO�

VXSSRUW� HQFU\SWLRQ� DOJRULWKPV� VXFK� DV� 56$�

�5LYHVW�6KDPLU�$GOHPDQ�� DQG� $(6� �$GYDQFHG�

(QFU\SWLRQ� 6WDQGDUG�� RU� (&&� �(OOLSWLF� &XUYH�

&U\SWRJUDSK\��DQG�$(6�

1HWZRUN�$GGUHVV� 7UDQVODWLRQ� �1$7�� ,VVXHV��
,Q�&R$3��D�VHQVRU�QRGH�LV�RIWHQ�D�VHUYHU��QRW�MXVW�D�

FOLHQW��DOWKRXJK�LW�FDQ�EH�ERWK��6HQVRUV�RU�DFWXDWRUV�

SURYLGH�UHVRXUFHV�WKDW�FDQ�EH�DFFHVVHG�E\�FOLHQWV�

WR�UHDG�RU�PRGLI\�WKHLU�VWDWH��:KHQ�VHQVRUV�DFW�DV�

VHUYHUV��WKH\�QHHG�WR�EH�DEOH�WR�UHFHLYH�LQFRPLQJ�

packets.�To�function�correctly�behind�NAT,�the�¿rst�
device�needs�to�send�a�request�to�the�server,�as�done�
LQ�/LJKWZHLJKW�0�0��/:0�0���DOORZLQJ�URXWHUV�

WR�HVWDEOLVK�WKH�FRQQHFWLRQ��$OWKRXJK�&R$3�GRHV�

not�require�IPv6,�it�is�the�simplest�protocol�to�use�
LQ�DQ� ,3� HQYLURQPHQW�ZKHUH� GHYLFHV�DUH� GLUHFWO\�

URXWHG�

6RPH�LPSRUWDQW�IHDWXUHV�RI�&R$3��

��5HVRXUFH�2EVHUYDWLRQ��$OORZV�IRU�UHJLVWHULQJ�

WR� PRQLWRU� GHVLUHG� UHVRXUFHV� XVLQJ� D� SXEOLVK�

VXEVFULEH�PHFKDQLVP�

�� %ORFN�ZLVH�7UDQVIHU�� (QDEOHV� WKH� H[FKDQJH�

RI� ODUJH� GDWD� EHWZHHQ� FOLHQW� DQG� VHUYHU�

without� requiring� full� data� updates,� reducing�
FRPPXQLFDWLRQ�FRVWV�

��5HVRXUFH�'LVFRYHU\��6HUYHUV�XVH� WKH�&R5(�

OLQN� IRUPDW� EDVHG� RQ�ZHE� OLQNV� LQ�85,� SDWKV� WR�

GLVFRYHU�UHVRXUFHV�IRU�FOLHQWV�

•� Interaction� with� HTTP:� The� Àexibility� of�
&R$3� DOORZV� IRU� HDV\� LQWHUDFWLRQ� ZLWK� +773�

WKURXJK�SUR[LHV��PDNLQJ�LW�FRPSDWLEOH�ZLWK�YDULRXV�

GHYLFHV�XVLQJ�FRPPRQ�5(67�DUFKLWHFWXUHV�

��6HFXULW\��&R$3�LV�EXLOW�RQ�WRS�RI�'DWDJUDP�

7UDQVSRUW� /D\HU� 6HFXULW\� �'7/6�� WR� HQVXUH�

PHVVDJH�LQWHJULW\�DQG�VHFXULW\�

3.�MQTT�Protocol

$UFKLWHFWXUH�� 0477� LV� D� SXEOLVK�VXEVFULEH�

SURWRFRO�XVHG�IRU�ORZ�EDQGZLGWK��KLJK�UHOLDELOLW\�

,R7�GHYLFHV��DQG�LV�VXLWDEOH�IRU�XQVWDEOH�QHWZRUNV��

0477� IROORZV� D� FOLHQW�VHUYHU� PRGHO�� ZKHUH�

HDFK� VHQVRU� LV� D� FOLHQW� WKDW� FRQQHFWV� WR� D� VHUYHU�

�EURNHU��XVLQJ�WKH�7UDQVPLVVLRQ�&RQWURO�3URWRFRO�

�7&3��� 0477� LV� D� PHVVDJH�RULHQWHG� SURWRFRO��

ZKHUH� HDFK�PHVVDJH� LV� D� GLVFUHWH� SLHFH� RI� GDWD��

DQG� WKH�EURNHU� LV�QRW�DZDUH�RI�LWV�FRQWHQWV��(DFK�

PHVVDJH� LV� SXEOLVKHG� WR� DQ� DGGUHVV�� ZKLFK� FDQ�

EH� VHHQ� DV� D� FKDQQHO�� &OLHQWV� VXEVFULEH� WR� RQH�

RU�PRUH� FKDQQHOV� WR�UHFHLYH�VHQG�GDWD��NQRZQ�DV�

VXEVFULSWLRQV�� &OLHQWV� FDQ� VXEVFULEH� WR� PXOWLSOH�

FKDQQHOV�� DQG� WKH\� UHFHLYH� GDWD�ZKHQ� DQ\� RWKHU�

VWDWLRQ�SXEOLVKHV�GDWD�WR�WKH�VXEVFULEHG�FKDQQHOV��

:KHQ�D�FOLHQW�VHQGV�D�PHVVDJH�WR�D�FKDQQHO��LW�LV�

FDOOHG�SXEOLVKLQJ�

4XDOLW\� RI� 6HUYLFH� �4R6��� ,Q� WKH� 0477�

SURWRFRO��WKHUH�DUH�WKUHH�4R6�RSWLRQV�IRU�SXEOLVKLQJ�

DQG�VXEVFULELQJ�

�� 4R6���$W� PRVW� RQFH� GHOLYHU\�� 7KH� EURNHU�

FOLHQW�ZLOO�GHOLYHU�WKH�PHVVDJH�RQFH�

�� 4R6���$W� OHDVW� RQFH� GHOLYHU\�� 7KH� EURNHU�

FOLHQW� HQVXUHV� WKDW� WKH� PHVVDJH� LV� GHOLYHUHG� DW�

least�once,�requiring�at�least�one�acknowledgment�
IURP� WKH�HQGSRLQW��ZKLFK�PD\� UHVXOW� LQ�PXOWLSOH�

DFNQRZOHGJPHQWV�IRU�WKH�VDPH�PHVVDJH�

�� 4R6��� ([DFWO\� RQFH� GHOLYHU\�� 7KH� EURNHU�

FOLHQW� JXDUDQWHHV� WKDW� WKH� PHVVDJH� LV� GHOLYHUHG�

H[DFWO\� RQFH�� ZLWK� WKH� WUDQVPLVVLRQ� SURFHVV�

con¿rmed�by�the�TCP/IP�protocol.

$�PHVVDJH� FDQ� EH� VHQW� ZLWK� DQ\� 4XDOLW\� RI�

6HUYLFH��4R6���DQG�FOLHQWV�FDQ�DOVR�VXEVFULEH�ZLWK�

any�desired�QoS�requirement.�This�means�that�the�
FOLHQW�ZLOO�VHOHFW�WKH�PD[LPXP�4R6�LW�FDQ�UHFHLYH�

PHVVDJHV�ZLWK�

/DVW� :LOO� DQG� 7HVWDPHQW� �/:7��� 0477�

FOLHQWV�FDQ�UHJLVWHU�D�FXVWRP�PHVVDJH�WR�EH�VHQW�E\�

WKH�EURNHU�LI�WKH�FOLHQW�GLVFRQQHFWV�XQH[SHFWHGO\��

7KHVH�PHVVDJHV� FDQ� EH� XVHG� WR�QRWLI\� UHJLVWHUHG�

VXEVFULEHUV�

0HVVDJH� 5HWHQWLRQ�� 0477� VXSSRUWV� VWRULQJ�

PHVVDJHV�ZLWKLQ�WKH�EURNHU�IRU�PHVVDJH�SHUVLVWHQFH��
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When� publishing� messages,� clients� can� request�
WKH� EURNHU� WR� UHWDLQ� WKH�PHVVDJHV��2QO\� WKH� ODWHVW�

PHVVDJHV� DUH� VWRUHG�� :KHQ� D� FOLHQW� VXEVFULEHV�

WR� D� FKDQQHO�� DQ\� VWRUHG�PHVVDJHV� UHODWHG� WR� WKDW�

VXEVFULSWLRQ� ZLOO� EH� VHQW� WR� WKH� FOLHQW�� 8QOLNH�

a� message� queue,� MQTT� brokers� do� not� allow�
PHVVDJH�SHUVLVWHQFH�WR�EDFN�XS�WR�WKH�VHUYHU�

6HFXULW\:�MQTT�brokers�can�require�username�
DQG� SDVVZRUG� DXWKHQWLFDWLRQ� IURP� FOLHQWV� WR�

HVWDEOLVK� D� FRQQHFWLRQ�� 7R� HQVXUH� VHFXULW\�� WKH�

7&3�FRQQHFWLRQ�FDQ�EH�HQFU\SWHG�XVLQJ�VWDQGDUG�

VHFXULW\� WHFKQRORJLHV�� VXFK� DV� 6HFXUH� 6RFNHWV�

/D\HU� �66/�� RU� 7UDQVSRUW� /D\HU� 6HFXULW\� �7/6��

SURWRFROV� IRU� VHFXUH�FRPPXQLFDWLRQ�EHWZHHQ� WKH�

ZHE�VHUYHU�DQG�WKH�EURZVHU�

7KH� WZR�PDLQ� YHUVLRQV�RI�0477�DUH�0477�

Y����DQG�0477�61��IRUPHUO\�NQRZQ�DV�0477�6��

9����� $OWKRXJK� 0477� Y���� LV� GHVLJQHG� WR� EH�

OLJKWZHLJKW�� LW� KDV� WZR� OLPLWDWLRQV� WKDW� UHVWULFW�

GHYLFHV�� HDFK� 0477� FOLHQW� PXVW� VXSSRUW� 7&3�

DQG�W\SLFDOO\�PDLQWDLQV�DQ�RSHQ�FRQQHFWLRQ�WR�WKH�

EURNHU� DW� DOO� WLPHV�� 7KLV� FDQ� EH� D� FKDOOHQJH� IRU�

HQYLURQPHQWV� ZLWK� KLJK�PHVVDJH� ORVV� RU� OLPLWHG�

FRPSXWLQJ� UHVRXUFHV��0477� FKDQQHO� QDPHV� DUH�

RIWHQ� ORQJ� VWULQJV� WKDW� DUH� QRW� VXLWDEOH� IRU� WKH�

��������� VWDQGDUG�� 7KLV� OLPLWDWLRQ� LV� DGGUHVVHG�

by�the�MQTT-SN�protocol,�which�de¿nes�a�UDP�
PDSSLQJ�RI�0477�DQG�DGGV�WKH� DELOLW\�WR�LQGH[�

FKDQQHO�QDPHV�IRU�WKH�EURNHU�

4.�Comparison�between�CoAP�and�MQTT

%RWK�0477�DQG�&R$3�DUH�XVHIXO�DSSOLFDWLRQ�

OD\HU�SURWRFROV�IRU�,R7��EXW�WKH\�KDYH�IXQGDPHQWDO�

di൵erences:

0477� LV� D� PDQ\�WR�PDQ\� FRPPXQLFDWLRQ�

SURWRFRO� IRU� WUDQVPLWWLQJ� PHVVDJHV� EHWZHHQ�

PXOWLSOH� FOLHQWV� WKURXJK� D� FHQWUDO� EURNHU�� ,W�

VHSDUDWHV�SXEOLVKHUV�DQG�VXEVFULEHUV�E\�DOORZLQJ�

FOLHQWV�WR�VHQG�PHVVDJHV�DQG�EURNHUV�WR�GHFLGH�WKH�

URXWLQJ�DQG�GXSOLFDWLRQ�RI�PHVVDJHV��0477�KDV�

VRPH�VXSSRUW�IRU�PHVVDJH�SHUVLVWHQFH�DQG�ZRUNV�

ZHOO�DV�D�GLUHFW�GDWD�EXV�

&R$3�SULPDULO\�VHUYHV�DV�D�RQH�WR�RQH�SURWRFRO�

IRU�WUDQVPLWWLQJ�VWDWH�LQIRUPDWLRQ�EHWZHHQ�FOLHQWV�

DQG�VHUYHUV��,W�VXSSRUWV�UHVRXUFH�REVHUYDWLRQ�DQG�

LV�EHVW�VXLWHG�IRU�VWDWH�WUDQVIHU�PRGHOV�UDWKHU�WKDQ�

VROHO\�HYHQW�EDVHG�RQHV�

0477� FOLHQWV� HVWDEOLVK� D� ORQJ�ODVWLQJ� 7&3�

FRQQHFWLRQ� WR� WKH� EURNHU�� ZKLFK� LV� QRW� LGHDO� IRU�

GHYLFHV� EHKLQG� 1$7�� %RWK� &R$3� FOLHQWV� DQG�

VHUYHUV�VHQG�DQG�UHFHLYH�8'3�SDFNHWV�

0477� GRHV� QRW� VXSSRUW� PHVVDJH� ODEHOLQJ�

ZLWK�W\SHV�RU�RWKHU�GDWD�WR�KHOS�FOLHQWV�XQGHUVWDQG�

WKHP�� 0477� PHVVDJHV� FDQ� EH� XVHG� IRU� DQ\�

SXUSRVH�� EXW� DOO� FOLHQWV� PXVW� NQRZ� WKH�PHVVDJH�

IRUPDW� WR� HQDEOH� FRPPXQLFDWLRQ�� ,Q� FRQWUDVW��

&R$3�VXSSRUWV�FRQWHQW�QHJRWLDWLRQ�DQG�GLVFRYHU\��

DOORZLQJ�GHYLFHV� WR�GLVFRYHU� HDFK�RWKHU� IRU� GDWD�

H[FKDQJH�

:KHQ�FRPSDULQJ�SHUIRUPDQFH�EHWZHHQ�0477�

DQG� &R$3� LQ� WHUPV� RI� HQG�WR�HQG� WUDQVPLVVLRQ�

ODWHQF\�WKURXJK�D�VKDUHG�PLGGOHZDUH��UHVHDUFK�>�@�

LQGLFDWHV�WKDW�0477�KDV�ORZHU�ODWHQF\�WKDQ�&R$3�

ZKHQ�WKH�SDFNHW�ORVV�UDWH�LV�ORZ��&RQYHUVHO\��ZKHQ�

WKH�SDFNHW�ORVV�UDWH�LV�KLJK��&R$3�WUDQVPLWV�IDVWHU�

WKDQ�0477��,Q�WKH�FDVH�RI�VPDOO�VL]HG�PHVVDJHV�

DQG� D� ORVV� UDWH� EHORZ� ����� &R$3� SHUIRUPV�

IDVWHU� WKDQ� 0477� LQ� JHQHUDWLQJ� OHVV� RYHUKHDG��

This�performance�di൵erence�can�be� leveraged�to�
improve� network� e൶ciency� when� choosing� the�
SURWRFRO�EDVHG�RQ�FXUUHQW�QHWZRUN�FRQGLWLRQV�

&RPSDULQJ� WKH� WZR� SURWRFROV� IRU� VPDUWSKRQH�

VHQVRU�DSSOLFDWLRQV�

�� 4XDOLWDWLYH� FRPSDULVRQ� VKRZV� WKDW� 0477�

is� more� suitable� for� applications� requiring�
DGYDQFHG� IXQFWLRQDOLW\�� SUHFLVH� GHFLVLRQ�PDNLQJ��

DQG� VHQGLQJ� PHVVDJHV� H[DFWO\� RQFH�� &R$3�

KDV� OLPLWDWLRQV� LQ� VXSSRUWLQJ� VHFXUH� 8QLFDVW�

WUDQVPLVVLRQ�� ZKLOH� 0477� LV� D� EHWWHU� VROXWLRQ�

when�Multicast�safety�requirements�are�needed.

�� 3UHOLPLQDU\� DQDO\VLV� VKRZV� WKDW� &R$3�

DFKLHYHV�EHWWHU�UHVXOWV�LQ�WHUPV�RI�EDQGZLGWK�XVDJH�

DQG�URXQG�WULS�WLPH��&R$3�LV�D�VXLWDEOH�FKRLFH�IRU�
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the� e൶cient� development� of� applications� using�
OLPLWHG�UHVRXUFHV�

��,Q�WHUPV�RI�UHOLDELOLW\��0477�SHUIRUPV�ZHOO�

with�good�congestion�control.�However,�signi¿cant�
di൵erences�are�only�observed�when�data�needs�to�
be�exchanged�frequently.�For�applications�that�do�
not� require�high�data� transmission� frequency,�no�
noticeable�di൵erence�is�seen�in�reliability�between�
&R$3�DQG�0477�

$FFRUGLQJ� WR� D� VXUYH\� RI� ,QWHUQHW� SURWRFROV�

XVLQJ� JDWHZD\�FRQVWUDLQHG� GHYLFHV� IRU� VKDULQJ�

VHQVRU� GDWD� ZLWK� DSSOLFDWLRQV� >�@�� WKH� DQDO\VLV�

VKRZV� WKDW� &R$3� SHUIRUPV� EHWWHU� WKDQ� 0477�

LQ� WHUPV� RI� HQHUJ\� FRQVXPSWLRQ� DQG� EDQGZLGWK�

utilization�when�considering�request-response�and�
resource�observation�requirements.

Summary� comparison� table� of� some� basic�
features�between�the�MQTT�and�CoAP�protocols�

Protocol CoAP 0477

5(67IXO Yes 1R

7UDQVSRUW 8'3 7&3

3XEOLVK�6XEVFULEH Yes Yes

Request/Response Yes 1R

6HFXULW\ '7/6 66/�7/6

4R6 Yes Yes

5.�Conclusion

7KH� ,QWHUQHW� RI� 7KLQJV� �,R7�� DQG� WKH�

SUROLIHUDWLRQ� RI� VPDUW� GHYLFHV�� DORQJ� ZLWK�

WHFKQRORJLFDO� DGYDQFHPHQWV�� KDYH� WKH� SRWHQWLDO�

WR�FRPSOHWHO\�WUDQVIRUP�KXPDQ�OLIH�LQ�WKH�IXWXUH��

:LWK� HYHU\WKLQJ� EHLQJ� ³LQWHUQHW�HQDEOHG�´� XVHUV�

FDQ� IXOO\� FRQWURO�� PRQLWRU�� DQG� FRPPXQLFDWH�

ZLWK� WKHVH� GHYLFHV� IURP� DQ\ZKHUH�� 7KHUHIRUH��

VHOHFWLQJ� D� VXLWDEOH� SURWRFRO� IRU� ,R7�QHWZRUNV� LV�

D�FULWLFDO�LVVXH�IRU�GHYHORSHUV�DQG�GHVLJQHUV��7KLV�

DUWLFOH� VXUYH\HG� WZR� GRPLQDQW� SURWRFROV� LQ� WKH�

,R7� DSSOLFDWLRQ� OD\HU�� &R$3� DQG�0477�� %DVHG�

RQ�WKH�VXUYH\�UHVXOWV�DQG�UHVHDUFK�RQ�DUFKLWHFWXUH��

WUDQVPLVVLRQ� PHWKRGV�� 3XEOLVK�6XEVFULEH��

Request/Response� capabilities,� security,� and�

4XDOLW\�RI�6HUYLFH��4R6���WKH�DUWLFOH�SURYLGHV�DQ�

RYHUYLHZ�RI�WKH�WZR�SURWRFROV��HDFK�ZLWK�LWV�RZQ�

DGYDQWDJHV� DQG� GLVDGYDQWDJHV�� 7KH� FKRLFH� RI�

protocol� depends�on� the� speci¿c�application�and�
FRQVWUDLQWV��:KLOH�&R$3�LV�GHVLJQHG�IRU�LQWHUDFWLQJ�

ZLWK�ZHEVLWHV��0477�XWLOL]HV� ORZ� EDQGZLGWK� LQ�

KLJK�ODWHQF\� HQYLURQPHQWV�� PDNLQJ� LW� LGHDO� IRU�

0DFKLQH�WR�0DFKLQH��0�0��DSSOLFDWLRQV�

,Q�WKH�IXWXUH��WR�YDOLGDWH�WKH�VXLWDELOLW\�RI�HDFK�

protocol� for� di൵erent� applications,� the� research�
WHDP� ZLOO� FRQWLQXH� WR� H[HFXWH� H[SHULPHQWV� WR�

SURYLGH�HPSLULFDO�UHVXOWV�
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