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Article info Abstract

This paper investigates fog computing, a model that extends
Received: 28/5/2024 cloud computing closer to the data source. The objective is to
Revised- 15/7/2024 provide a comprehensive analysis of fog computing, clarifying

its significance and potential applications in optimizing latency,

A ted: 25/8/2024 . . .
ceepte bandwidth usage, and resource efficiency. The study introduces

new categories such as Storage in Fog, Web in Fog, and
Infrastructure as Fog, each with its own roles and characteristics

Keywords that align with the fundamental principles of fog computing.
Fog computing, Edge The paper emphasizes the importance of addressing technical
computing, Cloud challenges in hardware, operating systems, networks, and
computing, Fog networks, database security to fully realize the potential of fog computing.
Fog-radio access networks, The research findings determine that fog computing is not
Computing Paradigms. merely a complementary component to cloud computing but

also unlocks its full potential, promoting intelligent and efficient
edge computing solutions. Future research directions are also
highlighted, ranging from collaboration between fog computing
and cloud computing to specific fog-based applications, paving
the way for innovations in this field
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Théng tin bai bao Tém tit

Bai b4o nay nghién ciru v& dién toan swong mu (fog computing), mot mo

Ngay nhdgn bai:28/5/2024
Ngay hoan thién:15/7/2024
Ngay duyét dang: 25/8/2024

hinh mé réng dién toan dam may dén gin hon vé6i ngudn dit liéu. Muyc
tiéu Ia phén tich toan dién v& dién toan swong mu, 1am 16 § nghia va tiém
nang tng dung cua nd trong viée t6i wu héa do trd, sir dung bing thong

va tai nguyén hiéu qua. Nghién ctru da gidi thi¢u cac danh muc méi nhu

StiF, WiF va IaF, mdi danh muc ¢6 vai trd va dic diém riéng, phu hop

Tir khoa

dién toan suong mu, Pién toan
bién, Dién toan dam may, Mang
swong mu, Mang truy cdp vo
tuyén swong mai, Céc mé hinh

dién toan.

v6i cac nguyén tic co ban cua dién toan swong mu. Bai bao nhin manh
tAm quan trong ciia viée giai quyét cac thach thire ky thuat trong phan
cting, hé diéu hanh, mang va bao mat co s¢ dir liéu dé phat huy tdi da
tiém nang cua dién toan swong mi. Két qua nghién ctru xac dinh ring
dién toan swong mu khong chi 1a mét thanh phin b sung cho dién toan

dam may ma con mé khoa tiém ning ddy du cia no, thac déy cac giai

phép tinh toan canh thong minh va hi¢u qua. Cac hudng nghién ctru

trong tuong lai cling duoc chi ra, tr sy hop tac gilta dién toan suong mu

va dién toan dam may dén cac ung dung cu thé dua trén dién todn suong

mu, tao diéu kién cho nhiing ddi méi trong linh vuc nay.

1. Introduction

This paper addresses the critical need for more
efficient data processing and decision-making
systems in the context of modern networked
environments, where cloud computing often falls
short due to latency, bandwidth limitations, and
resource allocation inefficiencies. To tackle these
challenges, the authors explore fog computing, an

emerging paradigm that extends cloud computing to

68|

the edge of the network. Fog computing processes
and stores data closer to its source, enabling real-

time responses and optimized resource use.

The core problem this paper seeks to solve is
how to effectively reduce latency and bandwidth
usage while enhancing resource utilization in
real-time data environments. In particular, fog
computing offers solutions to pressing issues in

areas such as smart cities, intelligent transportation,
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and the Internet of Things (IoT), where immediate
responses are crucial. By focusing on edge-level
data processing, fog computing improves decision-
making efficiency without relying entirely on

distant, centralized data centers.

The objective of this research is to investigate
the potential of fog computing in solving these key
issues, analyze its applications, and address the
technical challenges that need to be overcome for
its successful implementation. The paper presents
examples, such as a smart traffic management
system, to demonstrate how fog computing can
optimize real-time decision-making in critical
situations. Additionally, the paper examines the
relationship between fog and cloud computing,
highlighting how they complement each other in

different contexts.

The findings indicate that fog computing

significantly enhances real-time processing

capabilities, especially in latency-sensitive
environments. It fills the gaps where cloud
computing struggles, offering new possibilities
for applications in traffic management, healthcare,
and other sectors that require efficient, immediate
data processing. The results suggest that fog
computing is a transformative technology, not
just a buzzword, and warrants further research to

unlock its full potential.

2. The Application Potentials of Fog
Computing

The concept of fog computing opens up
numerous possibilities for innovative applications.
This paper explores how fog computing can inspire
novel solutions by proposing new categories that
align with the core principles of fog computing.
One such category is “Storage in Fog” (StiF),
which includes applications similar to Dropbox,
such as OneDrive and Google Drive Offline, that
provide file storage services while satisfying the
independence and collaboration features. This

approach allows users to store and retrieve data

locally while maintaining synchronization with

cloud services when necessary.

Building upon this idea, additional categories
like “Web in Fog” (WiF) are introduced, aiming
to bring a portion of the World Wide Web closer
to on-premises devices. WiF involves installing a
web server on the device, creating local websites,
extending domain name mapping, and ensuring
collaboration between the duplicated websites and
cloud-based websites. WiF enables web browsing
without an internet connection, as users can access
websites hosted on their local edge devices. For
example, if Facebook adopts fog computing, it
can duplicate the website onto the user’s device
as http://mmm.facebook.com, providing access to
personal pictures and information even without

internet connectivity.

WiF has applications in various contexts,
particularly in the Internet of Things (IoT).
In IoT environments where various devices
are connected, WiF can act as a control center
hosted on an on-premises device, allowing users
to monitor and control IoT devices within their
premises through locally hosted websites. This
approach ensures that most data remain within
the premises for storage and processing, with only
essential data transmitted outside the house. WiF
and its underlying fog-cloud architecture play a
vital role in environments requiring a hierarchical
server structure, such as homes, vehicles, farms,

and warships.

Another category of fog computing is
“Infrastructure as Fog” (IaF), which contrasts
with Infrastructure as a Service (IaaS) in cloud
computing. IaF focuses on on-premises devices
and introduces the feature of dynamic support
by cloud services. In this form, all settings and
data of an on-premises device are stored in the
cloud, allowing seamless recovery in the event of
device loss or damage. This complete separation

of data and devices offers enhanced data recovery
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capabilities and facilitates easy restoration of

settings and data onto new devices.

In conclusion, fog computing offers a range
of inspiring applications, such as offline web
browsing, complete device recovery, and IoT
control centers. The framework of fog computing,
including categories like WiF and IaF, provides
a valuable framework for proposing new
applications. As fog computing continues to
evolve, countless new categories and applications

will emerge, limited only by our imagination.

3. The Technical
Computing

Challenges of Fog

Fog computing presents various technical
challenges across hardware, operating systems,
networks, databases, and browsers/servers. In
terms of hardware, the continuous exchange of
information between on-premises computers
and cloud services in fog computing requires
a standby state to reduce energy consumption.
Leveraging advancements in Solid-State Drive
(SSD) technology can address this issue, along
with considering multi-core processors’ operation

in the standby state.

Integrating fog computing mechanisms
into operating systems is crucial for efficient
on-premises computers and cloud services
collaboration. This involves incorporating dew
management as a core or extended function
within an operating system. Similarly, networks
in fog computing need a new communication
protocol to facilitate information transfer between
applications and cloud services and avoid conflicts

and redundant code.

Databases play a pivotal role in fog computing,
and challenges arise when deploying them on-
premises. Security concerns, such as protecting
user credentials in code files, become more
complex in a fog computing environment.
Addressing database security from various angles

is necessary for fog computing applications.
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In the context of fog computing’s WiF category,
browsers and servers require specific techniques
to fulfill their tasks. The Local Domain Name
System (LDNS) has been proposed, but a seamless
solution involves redesigning browsers and
developing lightweight versions tailored for WiF
purposes. This would enable efficient browsing

and server functions on the same compute.

Fog computing itself requires a reimagining
of traditional computer system organization. The
concept of dew computers, with features like
standby modes for constant information exchange,
support for fog computing in operating systems,
unified network frameworks/protocols, and
enhanced database security, may be the future of

fog computing.

Addressing these challenges and advancing
fog computing’s hardware, operating systems,
networks, databases, and browsers/servers will
pave the way for innovative applications and the

realization of fog computing’s potential.

Fog computing possesses inherent value,
establishing itself as a promising research area
rather than a mere buzzword. After assessing the
value and potential of fog computing, it is essential
to zoom out and examine its position within the
broader landscape, particularly its relationship
with cloud computing. When considering the
relationship between fog computing and computer
applications, fog computing advocates for all
on-premises computer applications to leverage
support from cloud services whenever possible.
Without the integration of fog computing, on-
premises computer applications will remain
isolated entities. Thus, fog computing represents
the future direction for on-premises computer

applications.

Regarding the relationship between cloud
computing and fog computing, several key points
can be generalized: Firstly, fog computing s closely
intertwined with cloud computing. The definition

of fog computing highlights its dependence on
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cloud computing. Without cloud computing,
the concept of fog computing would not exist.
Secondly, fog computing is not a subset of cloud
computing. Its scope extends beyond the realm
of cloud computing, encompassing on-premises
computers that fall outside the purview of cloud
computing. While cloud computing continues to
gain popularity, users will invariably rely on on-
premises computers. Thirdly, fog computing plays
a crucial role in unlocking the full potential of
cloud computing. It emphasizes the utilization of
cloud services in every possible application. By
incorporating fog computing, cloud computing

can achieve its utmost popularity and impact.

In summary, fog computing acts as a
complementary component to cloud computing. It
fills the gaps and addresses the limitations of cloud
computing by catering to on-premises computer
systems, establishing a symbiotic relationship

between the two paradigms.

4. Future Research Directions

In order for fog computing to progress and
achieve widespread acceptance and deployment,
there are several challenges that require further
exploration. In this section, we outline key
research directions in fog computing that demand

future investigation.

Fog-Cloud Collaboration - Finding the
Synergy: As fog computing and cloud computing
are complementary rather than mutually exclusive,
understanding when to leverage middleware (fog)
and when to adopt a cloud-only approach remains
an open question. Investigating the optimal
balance between fog and cloud services is essential

for effective collaboration.

Service Scalability - Horizontal and Vertical:
Ensuring the availability and scalability of services
through fog computing poses a significant research
challenge. By collecting data from underlying
nodes and facilitating bottom-up communication

with the cloud, the fog can enable value-added
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services. Conversely, top-down communication
allows the fog to extend the reach of sensors and
nodes to more powerful computing resources.
Exploring how services can be structured to
leverage horizontal and vertical capabilities within

a fog/cloud configuration is crucial.

Fog Scalability: Determining which tasks
should be processed locally by the fog and which
ones should be outsourced to the cloud is critical
for optimizing resource utilization. The fog must
intelligently manage incoming requests based on
factors such as the number of users, service type,
and available resources. Striking the right balance
to achieve optimal fog scalability requires further

investigation.

Fog-Based Dedicated Applications: Beyond
serving as middleware, the fog has the potential
to host complete applications independently of the
cloud. Forinstance, in amall ormarketplace setting,
the fog can facilitate real-time item searches,
provide information on shop locations and prices,
and even deliver personalized advertisements
based on customer proximity. Identifying and
developing such fog-based applications at the local
level opens up new possibilities for enhancing

user experiences.

Mobile Fog Computing - Supporting Mobility:
With the increasing prevalence of mobile devices
and emerging areas like VANET applications,
mHealthcare, intelligent transportation systems,
and the Internet of Drones (IoD), it is essential to
explore whether fog computing can adequately
support mobility. This may involve co-locating fog
with mobile network base stations or deploying
mobile fog (mFog) solutions tailored to specific
service requirements. Investigating the suitability
of fog types for different mobile services, handover
mechanisms between fogs, and task sharing across

fog nodes are key research issues.

Fog Federation - Inter-Fog Resource Sharing:
When a single fog is insufficient to handle certain

tasks or when user demand exceeds capacity,
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simply forwarding requests to the cloud may
not be efficient. Establishing inter-fog scenarios
that allow for federated resource sharing among
multiple fog centers can address such situations.
Designing cost-effective and resource-efficient
inter-fog architectures, along with defining service
level agreements between fogs, remains an open

research area.

Tradeoff between Energy Consumption
and Communication Efficiency: Achieving a
tradeoff between communication efficiency and
total power consumption presents a significant
challenge in fog computing. Striking the right
balance is crucial to optimize system performance
and resource utilization. Investigating techniques
to achieve this tradeoff is an important avenue for

further exploration.

Duration of Storing Data Locally: Due to
limited storage resources compared to the cloud,
the fog must determine the appropriate duration for
storing application data locally before transferring
it to the cloud or discarding it. Investigating
optimal data storage strategies in fog computing
environments is essential to ensure efficient

resource utilization.

Storage Security and Communication Security:
Protecting sensitive data, such as user information
and location, is paramount in fog computing.
Whether the data is stored locally or transmitted
to the cloud, security measures introduce
performance overhead. Researching lightweight,
efficient, scalable, and privacy-preserving security
algorithms is necessary to safeguard both stored

and transit data.

Semantic-Aware Fog Computing: Managing

multimedia data from distributed sources
presents challenges in terms of accurate semantic
representation and efficient retrieval. As
technological advancements continue to fuel the
growth of multimedia streaming and distributed
computing, it is crucial for the fog to be semantic-

aware for applications relying on multimedia
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data. Investigating semantic-aware mechanisms
for content-based retrieval in fog computing

environments is an important research area.

By addressing these research directions, we
can advance the field of fog computing and unlock
its full potential in various domains, enabling

efficient and intelligent edge computing solutions.

5. Example: Smart Traffic Management
System

In this scenario, we will implement a smart
traffic management system using fog computing
principles. The aim is to demonstrate how fog
computing can enhance traffic management
by processing real-time data at the edge of
the network, reducing latency, and optimizing

resource utilization.

- Latency Optimization: By processing
traffic data at the edge, decisions on traffic light
adjustments can be made in real-time, reducing

the latency compared to cloud-only solutions.

- Bandwidth Utilization: Only essential
data and decisions are sent to the cloud for
further analysis or long-term storage, optimizing

bandwidth usage.

- Resource Utilization: Local processing at
fog nodes ensures that network resources are

utilized efficiently, avoiding overloading central

Servers.
The implementation of a smart traffic
management system using fog computing

demonstrates its potential to enhance real-time
decision-making capabilities. By processing data
at the edge, fog computing optimizes latency,
bandwidth, and resource utilization, making it
an effective solution for applications requiring

immediate responses.

Problem Definition: In modemn urban
environments, traffic congestion is a persistent
issue, negatively affecting travel times, fuel

conzsumption, and pollution levels. Efficient real-
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time traffic management is essential to alleviate
these problems. The challenge is to process large
volumes of real-time traffic data quickly and
make immediate optimization decisions, such as
adjusting traffic lights or rerouting vehicles, to

improve traffic flow.

Input: Real-time traffic data from multiple

sensors (e.g., traffic flow, vehicle count, speed).

Output: Immediate traffic

decisions (e.g., adjusting traffic lights, rerouting

optimization

vehicles).
Step 1: Simulate Traffic Data

To address this problem, we first generate
synthetic traffic data that simulates real-world
conditions. Using statistical distributions, we
create time series data representing vehicle counts
and traffic flow measurements. This simulated data
serves as a testbed for evaluating the capabilities
of a fog computing model in a controlled
environment, helping to demonstrate its potential

to handle real-time traffic scenarios effectively.
Step 2: Process Data at the Edge (Fog Node)

Next, we leverage fog computing to process
data locally at the edge of the network, enabling
real-time decision-making. Specifically, we
implement a function to adjust traffic lights based
on vehicle counts. The function analyzes the
vehicle count and determines whether to extend
the green light, extend the red light, or maintain
normal operation. By applying this function to
the simulated data, we demonstrate the ability of
fog computing to make timely decisions, reducing
latency and improving traffic flow.

Step 3: Analyze Results

Finally, we conduct a visual analysis of the
traffic data and the decisions made by the fog
computing model. By plotting vehicle counts and
traffic flow over time, we observe patterns and
trends. This allows us to assess the effectiveness of

the traffic light adjustments and identify potential

areas for improvement in decision-making,
ultimately contributing to more efficient traffic

management strategies.

Table 1: Traffic Data and Decisions

Time Vehicle Traffic Traffic
Count Flow Decision

2024-01-01 23 65.366810 Normal
00:00:00 Operation

2024-01-01 15 68.411768 Normal
00:01:00 Operation

2024-01-01 21 76.245769 Normal
00:02:00 Operation

2024-01-01 25 75.807031 Normal
00:03:00 Operation

2024-01-01 15 39.334959 Normal
00:04:00 Operation

. Traffic Data and Decisions

Traffic Flow

100

o e AN Uy AN A A

01 00:00 0100:15 0100:30 0100:45

Time

0101:00 0101:15 0101:30

Fig 1. Traffic Data and Fog Computing

Decisions

Table 1 provides a snapshot of the simulated
traffic data collected by sensors, along with the
corresponding traffic management decisions made
by the fog computing model. It includes four

columns:

- Timestamp (Time) — the time at which traffic

data was recorded.

- Vehicle Count — the number of vehicles

detected during that time.

- Traffic Flow — the speed of vehicles, which

reflects how quickly traffic is moving.
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- Traffic_Decision — the action taken by the fog
computing system, such as whether the traffic light
operation remains normal or if adjustments are

needed (e.g., extending green or red light times).

Figure 1 visualizes the relationship between
the number of vehicles, traffic flow, and the
corresponding decisions made by the fog
computing model over time. It highlights the real-
time decision-making process and offers insights
into how consistently the system maintains traffic

flow within normal conditions.
Detailed Explanation and Insights

- Consistency in Traffic Decisions: Table
1 shows that in the provided data, all the traffic
management decisions are marked as “Normal
Operation,” meaning no adjustments to the traffic
lights were necessary during these intervals. The
vehicle counts ranged from 15 to 25, which falls
within the model’s default thresholds for normal
operation, indicating that the traffic flow was
stable, and no intervention was required. This
suggests that under these conditions, the traffic
was smooth enough not to trigger any need for

adjustments.

- Vehicle Count and Decision Thresholds: The
model was programmed to extend the green light
if the vehicle count exceeded 30 and to extend the
red light if it dropped below 10. However, in this
data set, vehicle counts consistently fell between
15 and 25, which explains why the system chose
“Normal Operation” for all time periods. This
demonstrates that the decision thresholds were not
crossed, and no traffic congestion or significant
decrease in vehicles was detected during the

observed period.

- Traffic Flow Values: The Traffic Flow
column indicates the speed at which vehicles were
moving, yet these values did not directly influence
the system’s decisions. While the vehicle counts
were used to determine traffic light adjustments, the

flow of traffic (measured in terms of speed) could
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also provide valuable insights into congestion or
other traffic conditions. For instance, even with
a moderate vehicle count, slow-moving traffic
could indicate congestion, which might require
intervention. The current model does not take
traffic flow into account, highlighting a potential
area for enhancement where integrating traffic

speed could improve decision-making.

- Adequacy of Decision Criteria: Although
the model operates based on simple thresholds,
real-world traffic management often requires
more nuanced criteria. Factors such as the time
of day (rush hours vs. off-peak hours), weather
conditions, and historical traffic patterns are
important variables that could influence whether
traffic light adjustments are necessary, even when
vehicle counts remain within moderate ranges.
For instance, during peak hours, a vehicle count
of 25 might still justify extending green lights to

alleviate potential congestion.

- Integration of Traffic Flow: A key
improvement would be to incorporate traffic flow
into the decision-making process. In practical
scenarios, slower traffic flow could indicate
congestion, even if the vehicle count does not
exceed the threshold. By integrating real-time
traffic speed into the decision-making function, the
system could better detect and address emerging

traffic bottlenecks.

- Scalability and Real-World Testing: The
data presented here represents a small snapshot of
simulated traffic conditions. To ensure the model’s
robustness and scalability, it needs to be tested
with larger datasets, diverse traffic scenarios, and
more complex urban environments. Real-world
testing is essential to validate the effectiveness
of fog computing in handling dynamic traffic
conditions, especially during peak hours, special
events, or accidents, where quick adjustments can

significantly improve traffic flow.

The initial results demonstrate the feasibility

of using fog computing for real-time traffic
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management, with themodel effectivelyidentifying
scenarios where no immediate adjustments were
needed. However, to improve its performance
and applicability in complex, real-world traffic
scenarios, it is crucial to refine the decision-
making criteria. Incorporating additional data
metrics, such as traffic flow, weather conditions,
and time of day, will allow for more adaptive and
responsive traffic management. Future research
should focus on expanding the model’s capabilities
and validating its performance under real-world
conditions, with larger datasets and more varied

traffic patterns to ensure scalability and reliability.

6. Conclution

In conclusion, fog computing is a promising
research area with significant potential and
value. It is not merely a buzzword but a concept
that warrants further exploration. The paper
has provided insights into the meaning of fog
computing, its historical

context, potential

applications, technical challenges, and its

relationship with cloud computing.

Fog computing offers unique advantages by
extending cloud computing capabilities to the
network edge, enabling efficient data processing
and storage closer to the data source. Examples
of fog computing applications, such as smart
traffic management systems and wearable health
monitoring devices, demonstrate its ability to
optimize latency, resource utilization, and privacy

protection.

The technical challenges in fog computing
encompass hardware, operating systems, networks,
databases, and browsers/servers. Addressing these
challenges, such as energy consumption in on-
premises computers, integrating fog computing
mechanisms into operating systems, designing
new communication protocols, and ensuring
database security, is crucial for realizing the full

potential of fog computing.
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Fog computing and cloud computing are
complementary, with fog computing filling the
gaps and addressing the limitations of cloud
computing. It plays a vital role in unlocking the
full potential of cloud computing by emphasizing
the utilization of cloud services in every possible

application.

Future research directions in fog computing
include investigating the optimal balance between
fog and cloud services, ensuring service scalability,
exploring fog scalability, developing fog-based
dedicated

establishing inter-fog resource sharing, managing

applications, supporting mobility,
the tradeoff between energy consumption and

communication efficiency, determining the

duration of storing data locally, enhancing
storage and communication security, and enabling

semantic-aware fog computing.

By addressing these research directions, we
can advance the field of fog computing and realize
its potential in various domains. Fog computing
has the power to revolutionize edge computing
solutions, and

enabling efficient intelligent

computing at the network edge.
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