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In the vast ecosystem of IoT applications, selecting the appropriate data
encryption solutions and fulfilling the requirements when calculating the cost
of hardware and the integration efficiency of encryption algorithms used on
FPGA devices is a topic of significant concern. The experimental FPGA device
has been selected by the study team.MARS, RC6, TWOFISH, and RIINDAEL
are a few examples of encryption algorithms. We executed the program using
the Spartan3E_ XC3S100E chip device family and family along with the
Xillinx simulation software version 13.4 based on the design modules of each
function block for each algorithm in the VHDL language. The resource costs
of each design on the FPGA were provided after the program had run, and
these data were compiled for analysis. In the context of this study, we advise
system designers to incorporate the RIINDEAL algorithm into IoT systems in
order to achieve data encryption.
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Viéc Iya chon cac giai phap ma hoa dir liéu phu hop va dap tmg yéu cau khi
tinh toan duoc chi phi vé phan ctmg va hiéu qua tich hop cua thuat toan ma
hoa sir dung trén céac thiét bi FPGA trong mdi truong rong rdi cia cac ing
dung IoT dang 1a van dé rat duoc quan tim. Nhom nghién ciru da lya chon
thiét bi thuc nghiém 1a FPGA. Cac thuat toan ma héa dwoc lya chon gom:
MARS, RC6, TWOFISH va RIINDAEL. Trén co s¢ cac modul thiét ké ctia
timg khdi chirc niang ddi véi timg thuat toan trén ngdn ngit VHDL, chiing
ti da tién hanh chay chuong trinh trén phan mém mé phong Xillinx phién
ban 13.4 v6i dong va ho thiét bi chip Spartan3E_ XC3S100E. Sau khi chay
chwong trinh, céc chi phi vé tai nguyén ciia mdi thiét ké trén FPGA dugc bao
céo cu thé, nhitng dir lidu nay da duoc tong hop dé danh gia. Trong khudn
kho nghién ctru nay thi thuat toan RIINDEAL dugc ching toi khuyén céo
c4c nha phat trién hé théng st dung trong cac hé thong IoT véi muyc tiéu ma

héa dit licu.

1. Introduction

The internet ofthings (iot) isthe apex of technological
advancement at the moment. Because of its originality,
application, and ease in a technology environment
where the user goal is everything, it is becoming more
and more common and intriguing to many scientists
[1]. With the capacity to extend beyond space and time,
penetrate to touch every nook and cranny, and reach
every aspect of life as it is today, it is also the focal
point of all attackers and access attackers or stealing
data, hijacking attacks... Are issues that still have a lot
of room for research, and the field of data security for
iot systems is not out of this vortex [6,7]. The resources
required for calculation are minimal because IoT
devices are designed for low energy consumption and

operational costs. At the moment, symmetric encryption
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and asymmetric encryption are the two most often used
encryption methods for data encryption [10]. Although
the asymmetric encryption algorithm uses tens of times
more energy than symmetric encryption, it is more
faster and increases security. It is not appropriate for use
in embedded or [oT devices with low-cost processors.
So when it comes to encrypting and decrypting data for
IoT devices, symmetric encryption techniques are the

norm [2].

FPGAS (field programmable gate arrays) are a
class of large-scale integrated circuits that use logic
element array structures and have two distinguishing
characteristics: they can be programmed and changed.
Because of their flexibility during the design phase,
fpgas help to cut costs and speed up manufacturing.

Fpgas are also employed in real-time systems and are
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applied to situations that need a lot of computation
because to the high density of logic gates [3]. The
effectiveness of encryption algorithms on FPGA can be
compared and evaluated, but doing so in an absolute
sense is challenging. However, this is required to
illustrate the two most crucial factors that are frequently
examined to assess the performance of any design,
namely the cost of time and the cost of materials.

In the research framework of this paper, we seek to
assist analysts, designers, and builders of IoT systems
have more information on which data encryption
algorithm (DEA) is appropriate and how to meet the
requirements when estimating the cost of hardware and
the integration efficiency of the encryption algorithm
used on FPGA devices in the diverse environment
of today’s IoT applications. To do this, the article is
organized as follows: After presenting the research
content in the beginning section, Part 3 offers the
research findings, contrasts the results, and makes
recommendations for IoT system designers before
coming to a conclusion.

2. Research content

2.1. Integrated performance evaluation approach

for hardware devices

We apply the following method to assess the
integrated effectiveness of cryptographic algorithms
when implemented on FPGA[4]:

T
Rx*F

IE =

IE: Integrated Efficiency
T: Throughput (Mb/s):

T= - (bis)

R: Resource costs are calculated using expenses
based on one of the following criteria: number of slices;
number of flip flops; number of Configurable Logic
Block; number of LUT (Look-Up Table); number of
IOB (Input/Output Block); number of Block Select
RAMs (BRAMs). Normally R is calculated through
the number of CLB

F: Frequency (MHz)

Compare all of the resources listed above that were
created on an equivalent line of FPGA devices for the
best comparison. However, we must also acknowledge

empirically that, even when using the same code,

implementing the same device family at various levels
still influences the final information flow of the design.
Therefore, there will be some differences if the same
algorithm is built for 2 separate product lines by 2
different manufacturers. Only by comparing similar
gadgets can two solid designs be compared to one
another. Therefore, area and information flow both
contribute to the evaluation of a design’s efficacy.
However, people also take into account other variables,
such as Flow/Area, which is the ratio to take into
account about relevant features of the design, when
determining if a design is effective or not.

In order to ensure that the evaluation is the best
recommendation for designers to select the most
efficient data security solution for IoT systems, we
employ all three characteristics in the experimental
implementation of this study: flow, area, and flow/area
of the designs for comparison.

2.2. Deployment approach
2.2.1. Linguistic use

The VHDL (Very High Speed Integrated Circuit
Hardware Description Language) language is the
chosen approach because the study’s objective is to
assess the cost of implementing the algorithm on
hardware. It is a hardware description language for
extremely high-speed integrated circuits created for the
VHSIC (Very High Speed Intergrated Circuit) program
of the US Department of Defense. The creation of
VHDL was intended to create a standard hardware
description language, allowing for the quicker
experimental development of digital systems and
their simple implementation. VHDL provides several

benefits, including [8]:

VHDL was
government guidance and is now an IEEE standard.

Promotion: created under US
There is no single person or organization that owns
VHDL. As a result, a large number of device makers
and distributors of system simulation design tools
support VHDL. This is a key benefit of VHDL that
contributes to its rising popularity.

Support for a variety of technologies and design
techniques: VHDL supports a variety of design
techniques, including top-down design and bottom-up
design based on accessible libraries. As a result, VHDL
can be used effectively for a wide range of design
tasks, including the design of common components and
Application Specific ICs.

VHDL is totally independent of the technology used

in hardware production. Depending on the hardware
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manufacturing process (using CMOS, nMOS, or GaAs),
a VHDL system description created at the gate level
can be translated into various circuit assemblies. The
ability to ignore hardware technology when creating
the system is another significant benefit of VHDL. in
order for newly developed hardware manufacturing
technologies to be quickly applied to the systems that
have been developed.

Extended description capabilities: VHDL enables the
definition of hardware behavior at all levels, from the
digital system level (black box) up to the gate level. Only
a cohesive syntax that is consistent for all levels will
allow VHDL to describe system behavior on numerous
levels. As a result, we are able to simulate a design that
has both highly and thoroughly documented subsystems.

Interchangeability: A VHDL model can be run on
any simulator that complies with the VHDL standard,
and the results defining the system can be shared
amongst designers as long as they adhere to the same
VHDL standards. Additionally, even while individual
subsystems within a system are designed individually,
a design team can exchange high-level descriptions of
those subsystems.

Support for high-level designs and reuseability
of designs: VHDL was created as a high-level
programming language, making it possible to design a
sizable system involving many individuals. There are
numerous capabilities in the VHDL language that allow
design management, testing, and sharing.

VHDL also permits the reuse of current components.
The study team suggests VHDL as the simulation
execution language for this experiment for the reasons
listed above.

2.2.2. Experimental tools and chip selection

As was mentioned before, the experimental design
process must be carried out and assessed numerous
times to determine the best alternative. This is

necessary to construct digital systems more quickly,
more effectively, and with ease. Because of the device’s
user-programmable and customizable features, the
research team decided to use it as an FPGA (Field-

programmable gate array).

The main HDL hardware description languages
used for designing or programming FPGAs are VHDL,
Verilog, and AHDL [9]. Large FPGA manufacturers like
Xilinx and Altera frequently offer software packages
and auxiliary tools for the design process. A number

of other companies also offer these software packages,
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including Synopsys and Synplify. With the design code
from the HDL as input, these software tools are able to
complete every step of the typical IC design process.
However, using the analyses mentioned above, the
research team decided to test VHDL on FPGA devices.

The research team chose the FPGA for its evaluation
method after analyzing its strengths and qualities in the
manner described above. However, given the diversity
of FPGA families and product lines, we chose the
Spartan3E XC3S100E family and chip family for
our study since we felt they were better suited to the
initial objective of IoT applications. Here are the key

justifications behind this decision.

A kit called Spartan3E (Figure 1) was created
for use in applications that require high performance
and bandwidth. Depending on the objectives of the
applications’ creators, it is utilized in a wide range of
market areas. With the SMA interface, the Spartan3E
FPGA connector enables design with both conventional

and proprietary serial standards.

The Spartan-3E also has some important advantages
over the Spartan 3 family, including ease of use, low cost,
low power consumption, density of integration of many
logic elements, system clock speeds from 5-300 Mhz,
five different power consumption levels (3.3V, 2.5V,
1.8V, 1.5V, and 1.2V), integration of up to 376 1/O pins
or 156 different signal pairs, and a high data transfer rate.

Figure 1: Spartan-3E Starter Kit Board

Spartan3E is composed (Figure 2) from the
following parts:

Input/Output Blook (Ios):

Configurable Logic Blocks (CLBs): Made up of
look-Up Tables (LUTs).

Block RAM: Supports 16 Kb RAM per RAM
Block, the number of RAM Blocks depends on each
chip.

Digital Clock Manager(DCM) Blocks: Interconnect
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Figure 2: Structure diagram of the chip Spartan3E_ XC3S100E

The chip specifications are described in Table 1: each CLB consists of 4 slices.

Table 1: Specifications of Spartan3E series devices.

CLB Array
. System | Equivalent (One CLB =Four Slices) | pjsributed Block Dedicated Maximum N.[anmuTn
Device . . | RAM . .. |DCMs Differential
Gates | Logic Cell Total | Total | RAM bits . Multiplier User I/0 .
otal | lota bits 1/0 Pairs
Rows | Columns .
CLBs | Slices
XC3S100E | 100K 2.160 22 16 240 | 960 15K 72K 4 2 108 40
XC3S8250E | 250K 5.508 34 26 612 | 2.448 38K 216K 12 4 172 68
XC3S500E | 500K 10.476 46 34 1.164 | 4.656 73K 360K 20 4 232 92
XC3S1200E | 1200K | 19.512 60 46 2.168 | 8.672 136K 504K 28 8 304 124
XC3S1600E | 1600K | 33.192 76 58 3.688 [14.752| 231K 643K 36 8 376 156

2.3. Research subjects

Currently, there are many open and closed
algorithms used for data encryption in applications in
general and [oT in particular. However, within the scope
of this study, the research team selected 4 algorithms
that are widely used today to perform the evaluation.
The selected algorithms include: MARS encryption
algorithm, RC6 encryption algorithm, TWOFISH
encryption  algorithm, = RIJNDAEL encryption
algorithm. These are the algorithms that have been
selected in the final round of the AES (Advanced

Encryption Standard) candidates.
2.4. Encryption algorithm MARS

Using variable-size key ciphers and supporting
128-bit data block sizes, MARS is a symmetric
key encryption technique. In order to improve the
method’s efficiency in comparison to earlier traditional

encryption algorithms, the algorithm is built on the

premise of utilizing the advantages of conducting
operations on current generations of computers. There
are three steps in the general structure of encryption:
Forward mixing, Cryptographic core ,and Backward
mixing. At the center is the primary encryption, which

uses keyed transformations.
2.3.2. Encryption algorithm RC6

Round shifting is the foundation of RC6, and
the data determines how many rounds to shift. The
algorithm increases the diffusion after each round,
increases security, decreases the number of rounds,
and improves algorithm performance by using four
registers and integer multiplication. Because RC6 is
intended to be straightforward, attacks on it primarily
target the security of data-dependent circular shifting.
Numerous investigations on its construction and the
calculations impacting its safety have been conducted

since its proposal.

223



Tong Van Truong/Vol 9. No 3 May 2023| p.219-229

Although there hasn’t been a practical attack on
RC6 yet, the research findings have produced some

important theoretical analyses and attacks.

There are several additional forms of attacks,
however it mostly concentrates on using differential

and linear cryptanalysis in RC6 assault.
2.3.3. Encryption algorithm TWOFISH

TWOFISH is a popular symmetric key block cipher
that can be utilized in both software and hardware
settings. This encryption technique is perfect for
applications demanding high security because it is
tailored for 32-bit central processing units. It has a
variable-length key that can be 128, 192, or 256 bits
long. It is a 128-bit block cipher. TWOFISH is an
unpatented, open-source encryption algorithm that
is freely usable. Block ciphers, rapid encryption and
decoding, symmetric key encryption, variable length

keys, and open source are some of its features.
2.3.4. Encryption algorithm RIJNDAEL

A symmetric key technique is employed by the
widely used encryption standard RIINDAEL to safely
encrypt and decrypt data. It is employed to safeguard
private data, including credit card details, passwords,
and other sensitive information. It is a symmetric block
cipher that uses keys that can be 128, 192, or 256 bits
long and has a block/block size of 128 bits. Secure
communications, file encryption, and data storage are
just a few of the areas where RIINDAEL encryption is
frequently utilized.

2.4. Strategy and design of cryptographic
algorithms on the Spartan3E chip

There are typically two options for implementing
encryption methods on hardware devices: IL (Iterative
Looping) and PP (Pipeline) [5]. However, within
the parameters of this study, the team suggests
implementing IL mode testing in order to fit the
applications of IoT and the features of these systems.
In the follow-up study, studies and assessments based

on alternative methodologies will be used.

2.4.1. Algorithms created by FPGA program

modules

In this section, we only show a few example design
results due to the length of the study. As explained in
article section 6, aggregate data will be used to compare

the test results.

The next 7 files describe the design of the MARS
encryption algorithm using VHDL on the FPGA
chosen in accordance with the IL strategy. Each file
has a corresponding function that is detailed in full in
Table 2. The remaining algorithms share comparable
program modules, but each algorithm also contains
unique modules since it uses a separate encoding/
decoding scheme. For instance, the RC6 encryption
technique will be designed on the FPGA using 12
modules, each of which will represent one of the
algorithm’s 12 functions for encoding and decoding;
The RIJINDAEL encryption algorithm contains 19
modules, RC6 only has 12, and TWOFISH only has
11 modules, all of which correlate to the corresponding
number of functions in each technique’s encryption/

decryption scheme.

Table 2:1llustration of design modules of Encryption algorithm MARS

No. Filename

1 alg_iterative.vhdl

Describe the algorithm’s mode of operation.

Function

2 Mars_pack.vhdl

defines the base cipher’s control components, algorithmic transformations,
and transformation function.

3 Mars_top_Iter.vhdl

Function block descriptions for signals

4 controller_iter.vhdl

a description of the program’s control block

5 interface.vhdl

Description of data transfer, control signal, input signal, and output signal

6 Reg128b.vhdl

explains how data is converted between two registers.

7 key_schedule_iter.vhd

Describe the algorithm’s key scheme.

224|
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2.4.2. Algorithms’ circuit design on an FPGA

We ran the program on the Xillinx simulation software version 13.4 with the line and family of chip devices
introduced above and obtained the overall design diagram of each algorithm on the basis of design modules of each

function block for each algorithm (described in 2.4.1) written in VHDL [11]. Figure 3 shows the design outcomes

of the algorithms on the FPGA in accordance with the IL method.
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Figure 3: Diagram of a circuit using the Spartan3E chip line of algorithms
2.4.3. Findings regarding the cost of programming algorithms for FPGA
The resource expenses of each design on the FPGA are reported in detail in the Design Overview after the
program has run (see Figure 4). For instance, the run screen of Spartan3E reports the costs associated with

implementing the RIINDAEL algorithm using the figures in Figure 4. We have additionally implemented and
gathered for evaluation the data in part 3 using various algorithms.
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Figure 4: Resource cost parameter of RIJNDAEL algorithm on Spartan3E

3. Evaluation findings and analysis

Table 3 provides a full summary of the algorithm
implementation outcomes on Spartan3E. In addition
to resource costs with data selection as Slice, we also
aggregate additional data in this table to help with the
calculation of performance evaluation parameters. This

data includes frequency (data obtained from running

Table 3: Summary of the results of algorithm execution on Spartan3E

the program), the number of rounds of the algorithm
(as suggested by the author publishing the algorithm),
the data block size of each algorithm to determine
the throughput, which was shown in section 2, and

additional integrated performance evaluation data.

Spartan3E_ XC3S100E
. Resource cost Frequency Throughput
Algorithm Block (Slice) (MHz) Number of rounds (Mpbs) Effect
MARS 128 21.040 9.579 32 38.316 0,00182
RC6 128 7.816 35.872 20 229.581 0,02937
RIJNDEAL 128 5.846 83.520 10 1.069.056 0,18287
TWOFISH 128 27.137 37.707 16 301.656 0,01112

Graphs have been developed to illustrate these results and make comparisons easier. The comparison chart of

the resource cost, frequency, throughput, and integrated efficiency of 4 algorithms on FPGA is shown in Figures

5, 6,7, and 8, respectively.
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The benefits are evaluated in the following order
to evaluate the cost of resources (the smallest has

the advantage), as shown in the graphs: (first). RC6,

Therefore, the system builder can select RIINDEAL

when  selecting  encryption algorithms  for

applications that do not care about code/decryption

MARS, RIINDEAL, RC6, and (4). TWOFISH. performance.
Frequency
(MHz)
83,520

90,000

80,000

70,000

60,000

20,000 35,872

40,000

30,000

20,000 9,579

10,000 -
RC6

MARS

RIJNDEAL TWOFISH

Figure 6: Compare frequencies of 4 algorithms on Spartan 3E

However, the ranking order has a reversal factor that places TWOFISH in second place, RC6 in third place, and

MARS in last place in order to analyze the frequency (greater has more advantages). The specific ranking order
according to benefits is as follows: (first). RC6; (2) RIINDEAL; (3) TWOFISH; (4) MARS.

Throughput
(Mpbs)

1,200,000 1,069,056
1,000,000

800,000

600,000

400,000 229,581 301,656

200,000 38316

, A
MARS RC6 RINDEAL TWOFISH

Figure 7: Compare throughput of 4 algorithms on Spartan3E

However, for IoT systems where the throughput
factor is a higher coefficient, the aforementioned
two comparison criteria are not a deciding factor for
selecting a data encryption algorithm. The encoding/

decoding traffic element may or may not be given

greater weight depending on the nature of each
application. With this parameter, the rating order has
changed, although RIJNDEAL still holds the top spot.
In more detail, the ranking is as follows: RIINDEAL,
TWOFISH, RC6, and MARS are listed in that order.
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Figure 8: Compare the performance of 4 algorithms on Spartan 3E

Each comparison needs to be assessed against a
wide range of evaluation criteria, both in engineering
and in practice. Each of the aforementioned assessment
criteria has revealed that each algorithm’s rating
has altered. However, it is determined that the next
comparison criterion is a more “fair” comparison
criterion than integrated efficiency. Positions 2, 3, and 4
always vary in the order based on this criterion, whereas
position 1 always stays the same. The specific order is
as follows: (1) RIINDEAL, (2) RC6, (3) TWOFISH,
and (4) MARS.

In conclusion, we also witness distinct genuine
photos with 4 different viewpoints on hardware costs,
integration efficiency, etc. to compare the order of data
encryption techniques. We advise system developers
to adopt RIINDEAL in IoT systems with the aim of
encrypting data because it consistently ranks first

within the context of our research.
4. Conclusion

The above four block ciphers are perfectly suited
for Internet of Things applications because of their high
integration efficiency, low cost of area, which ensures
compactness, and low power consumption due to high
clocks. This is demonstrated by the results of research
and implementation of block ciphers on FPGAs with
the Spartan3E line code XC3S100E. In addition to the

analysis mentioned above and depending on the design
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model on the FPGA, users must also take into account
the choice of security level and resistance to assaults
when selecting an algorithm and device family for a
certain application. In upcoming papers, we’ll have

more open follow-up investigations on this subject.
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